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1 Module: Personal Profile

The Personal Profile form is used to identify you to the system. The information
you provide will be used to track your status, responsibilities, and skills as well Learning
as to maintain your contact information in the system. Objectives

The Personal Profile is one of the first screens you see when you log in to the After completing
system. In addition to your contact information, the profile contains It:;Srnn;?sduwlielllbe
information about your role, agency, skills and contact information. This

. . e . . . able to:

information may be of critical importance when tasks are being assigned or

when an urgent response is needed from someone with your expertise. « Update and
maintain your

In this module, each participant will create and update their Personal Profile. Personal Profile.

e Describe the
profile data
elements.

ICON KEY

—7 Valuable information

# Test your knowledge

5 Keyboard exercise

Review

e COPYRIGHT © 2008 NC4
— - All Rights Reserved
— b



NC4 TRAINING PERSONAL PROFILE

1.1 Accessing Your Personal Profile

Your Personal Profile is presented to you each time you log in to the
system. This process begins with the NC4 Web page, as shown in Figure 1.

‘ Welcome to E Team

“Ned

L i ——

@ Operations () Training

Prepare Better. Respond Faster. Recover Sooner.

Copyright ® 2009 by NC4 Public Sector LLC, All Rights Reserved.

Figure 1 NC4 Web Login Page

To log in the application, you will nheed a Username and Password. To obtain a
Username and Password, contact your System Administrator.

Key your username into the Username field and your password into the
Password field.

Click the appropriate button for the system you wish to use, OPERATIONS or
TRAINING. Use OPERATIONS for active incidents or events and TRAINING for
training and exercises.

Then click the button to log in to the system.

Both the Username and Password are case sensitive. They must be entered in
the exact format in which they were provided to you.

r=

Usernames
and

Passwords
are case
sensitive.

7= You can

use the Tab
key to move
your cursor
from the

Username
field to the
Password
field.

e | COPYRIGHT © 2008 NC4
— = All Rights Reserved
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NC4 TRAINING PERSONAL PROFILE

As soon as your username and password are accepted, your Personal Profile
opens. If the System Administrator has completed your profile, it would be as
shown in Figure 2. If the System Administrator has not completed your
profile, the Account Information tab with a request for your security question
and answer will be made in red as shown in Figure 13 when the Personal
Profile opens. If not, you will need to fill in the information to proceed.

@ Help
Personal Profile

*Red Label: indicates = required fizld.

Basic Info

PROVIDE YOUR PERSOHAL INFORMATIOH:

*First Hame: MI: Last: 1D Ho.

|Cnrvlent | ‘ | |DEVEIupEr | |
Organization/Location: Shift:

Eot | e First 07001500+
Position: RegioniOffice:

[pirector | [ seect | Field Operations Center
Agency: Title

[Emergsncy Maragemert | [ select ] ‘

Skill Sets:

French Speaking
Hozhtet Specialist
Helicopter Pilt

- Selact
PROVIDE YOUR CONTACT INFORMATIOH:
Phone: cell:
[123-456-7830 | [125-458-7am1 |
Fax: E-Mail:
|1 23-456-7092 | |abul\en@c\l—l\c.com ‘
Pager: Other:
| | | |
Frequency: Call Sign:
| | | |
Talk Group: E Team User:
| | Yes (Autofill]

PROVIDE ¥OUR PREFERRED METHOD OF E TEAM REPORT HOTIFICATION:

Hotification Method:

E Team Alerts

E-mail (address entered above)

E-mail Enabled Pager: liverizon@wire\ess tot |

E-miail Enabled Mobile Device: |b\ackberry@mob\le.com |

Figure 2 Personal Profile Form
The Personal Profile form contains the following unique sections:

Provide Your Personal Information

Provide Your Contact Information

Provide Your Preferred Method of Report Notification

The Personal Profile also contains one of the application’s common
functions: Distribution Tab.

e Account Information Tab.

A description of the fields within each section follows.

/)

Usernames
and
Passwords
are provided

by the
System
Administrator.

7= Clicking
the Cancel
button will

deny you
access to
the system.

e COPYRIGHT © 2008 NC4
— - All Rights Reserved
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NC4 TRAINING PERSONAL PROFILE

2 Using the Personal Profile

In this section of the module, you will get an overview of a Personal Profile
form. You will become familiar with the layout of the form and understand the
type of information that it can contain.

At the end of this module, you will be able to update and maintain your own
Personal Profile.

2.1 Basic Info

2.1.1 Provide Your Personal Information

Others will use the information you key in to identify you and to understand
your responsibilities and skills.

2.1.1.1 NAME AND ID FIELDS

Enter your first name in the required First Name field and your Last Name in the
required Last field. You may optionally enter the initial of your middle name in the
MI field and ID No. as shown in Figure 3.

I~ *Red

Label
PROVIDE YOUR PERSOHAL INFORMATION: indicates a

required
*First Hame: MI: *Last: 1D Ho. field.

Cortent | | | |Devell:uper | |

Figure 3 Name and ID Fields

e COPYRIGHT © 2008 NC4
— - All Rights Reserved
— = aat F



NC4 TRAINING PERSONAL PROFILE

2.1.1.2 ORGANIZATION/LOCATION

Click the Select button next to the required Organization/Location field to
open the Select Organization dialog box, as shown in Figure 4.

*Red Label: indicates = required field.

PROVIDE YOUR PERSOHAL INFORMATION: [ @ E TEAM Select Organization Name - Wind... L= (2] | )
T e: [ glast |® http:Hpreview.nc4.us/eteam/report/organizationChart.c| k= | 7~ The
|0:|r|tent | | | |Developer m System

SELECT ORGAHIZATION HAME FROM BELOW — Administrator
Organization/Location: ATF Command Post E?]a intains

e

Call Cent . .

FC — | [ setect | E“TA Organization,
eam i
Position: AN Position and
i i £oC Agency lists

|D|red0r [ Click Select to ] [ Selact ] EOC ESF g Y '
Agency: I open the dialog I Law Enforeement L
|Emergenu:y ag'é’n%ﬁ' ’ [ Selact ] Main Org.Position

i _cwm__

Figure 4 Select Organization/Location Dialog Box

This dialog box can be used in two ways. The user can be identified with an

organization. Do this by clicking the Name link of your organization in the gbZFed
Organization Name dialog box. Alternately, a user can be associated with an indicates a
incident. Do this by clicking the Name link of the appropriate incident in the required
“Incidents With Command Post Established” section. field.

You can also include your own organization/location by keying it into the Other
field and clicking the Add button.

.- COPYRIGHT © 2008 NC4
— = All Rights Reserved
— —/ - F



NC4 TRAINING PERSONAL PROFILE

2.1.1.3 POSITION

Click the Select button next to the required Position field to open the Select
Position dialog box, as shown in Figure 5.

& | htp: 67, 134,47, 10 eteam/report forganizationChart . dotharge

* Emergency Services Branch Y
ESF 16 - Law Enforcement

Organization/Location:
ESF 4 - Firefighting
|E0C | [ Sclect ] | Human Services Branch

Position: / ESF 6 - Mass Care
|Human Services Branch e | [ Select ]) Infrastructure
—

™ Plans and Intel B = Scroll
Agency: Planning dOWn the
|Emergencyi.1anﬂgement | [ et ] Resource Section v d|a|Og bOX to
¢ | view the
€D Internet F100% v Other field.
Figure 5 Select Position Dialog Box
- - - .-y . - - .-y n - B *Red
Click the Name link of the appropriate position listed in the Position section. Label
You can also include your own position by keying it into the Other field and indicates a
clicking the Add button. required

field.

The position entered here will determine the system menu template which lists
the reports that are assigned to you.

—_— COPYRIGHT © 2008 NC4
— - All Rights Reserved
— _/ - F



NC4 TRAINING PERSONAL PROFILE

2.1.1.4 AGENCY

Click the Select button next to the required Agency field to open the Select

. . . 3
Agency dialog box, as shown in Figure 6. 7 *Red
Label
r , WE indicates a
= E TEAM Select Agency - Window... |= | _| LA required
£ | http!//67.134.47. 10/eteam/popupsipop_select_agen ¥ field.
-
SELECT FROM OPTIONS BELOW =
Agency:
American Red Cross
Organization/Location: CcDC
|EDC | [ Select ] EMS
Position: - Emergency Management —=
|Human Services Branch | EBI
Agency: FCc
|Emergenu:y IManagemsnt ~ |[ [ Select T FEMA
Fire/Rescue
b
3 | >
€ mternet F100% -

Figure 6 Select Agency Dialog Box

Click the Name link of the appropriate agency. You can also include your own
agency by keying it into the Other field and clicking the Add button.

2.1.1.5 SHIFT

Use the Shift drop down menu to select your work period, as shown in Figure
7.

= The
. System
Shift: Administrator
Select One the Shift and
Region/Office
Second 1300-2300 lists.

Third 2:300-0700

Figure 7 Shift Drop Down Menu

.- COPYRIGHT © 2008 NC4
— = All Rights Reserved
— —/ - F
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NC4 TRAINING PERSONAL PROFILE

2.1.1.6 REGION/OFFICE

Use the Region/Office drop down menu to select your work site, as shown
in Figure 8.

Region/Office:

Primary ECC -
Select One

Alternate ECQC
Agency FOC

Field Operations Center
Logistics Staging &Area

Figure 8 Region/Office Drop Down Menu

2.1.1.7 TITLE

Key your job, function or official title into the Title field as shown in Figure 9.

Title

Trainer

Figure 9 Title Field

e | COPYRIGHT © 2008 NC4
— = All Rights Reserved
=4 __/ ~

11



NC4 TRAINING PERSONAL PROFILE

2.1.1.8 SKILL SETS

Click the Select button to the right of the Skill Sets scrolling field to open
the Select Skills dialog box, as shown in Figure 10.

Skill Sets:
CFR
High Rize evacuation expert
Negotiator
. E | select
£ | http:)fe7.134.47. 10/eteampopupsmulk_seleck_cher ¥
SELECT FROM OPTIONS BELOW / I~ The
/ ~ System
Name 1 Administrator
[] cem maintains
CPR the Skill Set
[] Desert Rescue lists.
[] French Speaking
[] HazMat Specialist
[] Helicopter Pilot
High Rise evacuation expert

|:| Horse (Mounted) Rescue
a [] Mountain Rescue
lick as many boxes .

as apply Negotiator
[] paramedic
[] Ppilot (observation) —
[] Pilot (tanker)
[] Resource Unit Leader (R5L)
[] sCUBA Certified Rescue
[] Search Dog Rescue
71 Sharnshooter

W

& Internet F100% v

Figure 10 Skill Sets Dialog Box

Enable the checkboxes next to the skills you are able to perform, and then

scroll down the list and click the button on the lower right.

e ‘ COPYRIGHT © 2008 NC4
— All Rights Reserved
-
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NC4 TRAINING PERSONAL PROFILE

2.1.2 Provide Your Contact Information

In this section, shown in Figure 11 key in information that pertains to how
you can be contacted, such as telephone number, fax humber, pager number,
e-mail address or radio frequency and call sign.

PROVIDE YOUR CONTACT INFORMATION:

Phone: Cell:

532 796 1122 | 532 796 1223 |
Fax: E-Mail:

532 796 1123 | |pﬂu|ﬂ.learner@_nc4.cum |
Pager: Other:

| | | |
Frequency: Call Sign:

| | | |
Talk Group: E Team User:

| | Yes (Autofill)

Figure 11 Provide Your Contact Information Fields

™

i COPYRIGHT © 2008 NC4
— All Rights Reserved
-
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NC4 TRAINING PERSONAL PROFILE

2.1.3 Provide Your Preferred Method of Report Notification

The NC4 application has the capability of sending messages when there are
incidents or requests in need of your attention, by standard e-mail account,
text-enabled pager or text-enabled mobile device (e.g., cell phone).

Ensuring the checkbox for Alerts is enabled will allow the system to send
Targeted Alerts to your user logon. More information about Targeted Alerts
can be found in the Module: Common Functions.

Click the checkboxes next to your preferred methods of emergency
communication. If you have already entered your e-mail address in the
previous section, this information will be used for communication when you
enable the E-mail checkbox here (Figure 12). Additionally, if you are using a
pager or mobile device for communication, you must key in the appropriate
telephone number or address in the fields provided.

PROYIDE YOUR PREFERRED METHOD OF E TEAM REPORT HOTIFICATION:

Hotification Method:

E Team Alerts

E-mail (addre=ss entered above)

E-mail Enabled Pager: ljveriznn@wireless tat |

E-mail Enabled Mobile Device: |blackherry@mnhile.mm |

Figure 12 Preferred Method of Report Notification Fields

e COPYRIGHT © 2008 NC4
— - All Rights Reserved
— 4 J == ”'
—_—
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NC4 TRAINING PERSONAL PROFILE

2.2 Account Information

As stated in section 1.1, your Personal Profile is presented to you each time
you log in to the system. As soon as your username and password are
accepted, your Personal Profile opens. If the System Administrator has
completed your profile, it would be as shown in Figure 2.

If the System Administrator has not completed the Account Information
tab, a request for your security question and answer will be made in red as
shown in Figure 13 when the Personal Profile opens.

@ Help
Personal Profile )

*Red Label: indicates a required field.

Basic Info

Figure 13 Security Question/Answer Required Statement

2.2.1 Using the Account Information Tab

The Account Information tab, as shown in Figure 14, must be completed in
order to access the application.

@ Help
Personal Profile Plcase scloct a sccurity question [y Rawemery

*Read Label: indicstes 3 required field.

Last Login Time

Account Information

Failed Attempis since Last Login

PROVIDE YOUR ACCOUNT IHNFORMATIOHN:

D Change Password

*Password “Confirm Password

TI1111111 1111111111 | LA A L L L B Al bl bl Ll .yl

*Select a security question *AnswWer to security question
Select Cne -

Copyright & 2003 by NC4 Public Sector LLC, All Rights Reserved.

Figure 14 Account Information Tab

e | COPYRIGHT © 2008 NC4
— = All Rights Reserved
= __ s
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NC4 TRAINING PERSONAL PROFILE

The Account Information tab contains the following unique fields:
e Login Information
e Provide Your Account Information

A description of each section and fields follow.

2.1.4 Login Information

Two fields are populated and displayed by the system regarding your login
information, Last Login Time and Failed Attempts since Last Login.

2.1.4.1 LAST LOGIN TIME

The date and time of the last time you logged in are displayed as shown in
Figure 15.

Last Login Time 091572009 at 1418 EST

Figure 15 Last Login Time

2.1.4.2 FAILED ATTEMPTS SINCE LAST LOGIN
The number of failed attempts to login since the last time you were on the
system are displayed as shown in Figure 16.

Failed Attempts since Last Login 1]

Figure 16 Failed Attempts since Last Login

2.1.5 Provide Your Account Information
I~ The

The Account Information section includes your password and security question System

and answer. Administrator

maintains
2.1.5.1 PASSWORD the Password

and Security
Question and

The System Administrator will create your account with a basic password as shown
in Figure 17. Here is where you can change your personal password to something

. . . Answer.
unique only you will know. It should be easy to remember for instant recall when Check with
needed. Check with your System Administrator before making any changes. the System

Administrator
|:| Change Password g"neafiirr?g any
*Password *Confirm Password changes.

Figure 17 Password Fields

- COPYRIGHT © 2008 NC4
— - All Rights Reserved
- e

— — —
—_—

16



NC4 TRAINING PERSONAL PROFILE

2.1.5.2 SECURITY QUESTION AND ANSWER

The System Administrator will create your account with a list of security questions
and a basic answer to one of them as shown in Figure 18. Here is where you can
change your personal security question and answer to something unique only you
will know. It should be easy to remember for instant recall when needed. Check with
your System Administrator before making any changes.

*Select a security question *Answer to security question
What was the make and colar of your first car? - renEw

Select One

What is last name of your favarite musician®?

What is last name of your favarite teacher?

What is name of the strest where you grewe up?
What i= name of the hospital where you were born?
What is name your favorite hook?

What is name your favorite author?

What is your mother's maiden name?

What wwas the make and color of your first car?

4 Public Sectar LLC, All Rights Reserwved.

Figure 18 Security Question and Answer Fields

e COPYRIGHT © 2008 NC4
— All Rights Reserved
-
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NC4 TRAINING PERSONAL PROFILE

3 Completing the Personal Profile

Click the button in the upper right of the Personal Profile form to
exit the window and enter the system.

Access to the application will be denied if you click the button
during the login process.

The other tab in the Personal Profile form, Distribution is covered in
the Module: Common Functions.

Your Personal Profile can be accessed at any time by clicking the Profile
button in the top tools frame as shown in Figure 19. The Personal Profile will
be presented; at this time you may View or make changes to the existing
profile. Click the Cancel button to close the Personal Profile form without
saving changes.

Real Time Msg  Profile | Checklist Dashhoard | Logout | Abhout ETeam

Figure 19 Profile Button in the Top Tools Frame

e ' v, [ COPYRIGHT © 2008 NC4
— — All Rights Reserved
= __
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NC4 TRAINING PERSONAL PROFILE

4 Duties and Alert Bulletin(s) Windows

4.1 Duties Checklist

During the login process, after you click the Submit button, you may be
presented with the Duties for: pop-up window, as shown in Figure 20.

& Checklist for Director - Windows Internet Explorer = | E] |

|{E} httpe/preview ncdusfetearmpopupsfpop_jasjsp | L |

-
Duties for: Director —

® Maintain acourate records concermng the folloaing areas,
which wnll be requived for State and Federal renmbursement
should a Federal disaster be declared.

m

1. Agency/Department wehicle mileage’s [starting and
ending].

2. Costs and receipts for agency/department purchases.
3. Records of azencyfdepartment equpment andfor

supplies
utilized, lost or damaged during the event.

4. Lists of mparies and medical expenses to
agencyidepartment personnel.

5. Lists of all personmel and hoars worked (scheduled and -
1 | 1] G

a Internet | Protected MMode: On i ov H100% -

Figure 20 Duties for window

The Duties for pop up window displays any duties assigned to this role from the
References > Organization Chart>Position hierarchy in the system. The content in
the Duties for box is usually maintained by a system administrator based on
information from your agency’s SOPs. This information is for review only and cannot

be edited by the functional user. Click the button to close this window.

e | COPYRIGHT © 2008 NC4
— = All Rights Reserved
=4 _/ ~
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NC4 TRAINING PERSONAL PROFILE

4.2 Alert Bulletin(s)

You may also be presented with the Alert Bulletin(s) pop-up window, as shown in
Figure 21.

. |

|{'E} httpe/fpreview nedusfeteam fpopupsfpop_alert_bulletins,jsp | L |

™ e

"_E Alert Bulletin(s) for Director - Windows Internet Explorer

o
Alert Bulletinis)

Subject: Credible Terrarist Threat
Date/Time: Q6092007 &t 2541 EST
Bulletin: . . .

Orlando Metro Area has recieved credible threat of terrorist attacks.

EQC iz activated to level 2 activation immedistely
Sent By: roomerford

€ Internet | Protected Mode: On Fy v wm100% o«
-

Figure 21 Alert Bulletin(s) window

This information communicates situation awareness. It is for review only and cannot
be edited by the functional user. Click the button to close this window.

The Alert Bulletin is discussed in the Module: Common Functions.

e | COPYRIGHT © 2008 NC4
— = All Rights Reserved
= _/ ~
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NC4 TRAINING PERSONAL PROFILE

= Review Exercise 1 - Putting it Together

" This exercise is for dass participants to login and update their own Personal Profile form.

In this Personal Profile exercise you will login to the system, then complete
your Personal Profile. It is very important that you provide accurate answers
to the questions because other team members, supervisors and jurisdictions
will be basing decisions upon your information. For example, identifying your
skills will help others determine job assignments.

After you login to the system, the Personal Profile window appears.
Remember, all * red label fields are required. To complete the Personal Profile
form, please follow the steps below:

1. Login to the NC4 application using the information provided by your
system administrator.

2. On the Personal Profile form:
a. Enter your first name, middle initial, last name, and ID no.
3. Go to the Organization/Location field on the Personal Profile form:

a. Click the Select button next to the Organization/Location field
to open the Select Organization dialog box.

b. Click the Name link of your organization or select a Name link
from “Incidents with Command Post Established”.

Remember that you can add an Organization to the list.
4. Go to the Position field located under the Organization/Location field:

a. Click the Select button next to the Position field to open the
Select Position dialog box.

b. Click your Position Name link within the Position section.

Remember that you can add Positions to the list, by placing the information in
the Other field and clicking the Add button.

e COPYRIGHT © 2008 NC4
— - All Rights Reserved
— J =%

21



NC4 TRAINING PERSONAL PROFILE

5. Go to the Agency field located under the Position field:

a. Click the Select button next to the Agency field to open the
Select Agency dialog box.

b. Click the Name link of your applicable Agency.

Remember that you can add Agencies to the list, but it will not be added to
the selection menu.

6. Go to the Shift field located to the right of the Organization/Location
field:

a. Click on the Shift drop down menu to select your work period.
7. Go to the Region/Office field located under the Shift field:

a. Click on the Region/Office drop down menu to select your work
site.

8. Go to the Title field located under the Region/Office field:
a. Key in your job, function, or official title.
9. On your Personal Profile form go to the Skill Sets field:

a. Click the Select button to the right of the Skill Sets scrolling
field to open the Select Skills dialog box.

b. Click all of the boxes next to the skills you can perform.
c. Click the OK button in the lower right of the dialog box.
10. Go to the Provide Your Contact Information section:

a. Key in your Contact Information (i.e.: phone number, email
address, etc.)

11.Go to the Provide Your Preferred Method of Report Notification
section:

a. Click the boxes next to the methods you prefer and enter your
applicable notification information.
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12. Click the Submit button in the upper right of the Personal Profile form
to exit the window and save your profile information. If you are in the
login process, you will be transitioned to the system. Remember that
you can access your Personal Profile at any time by clicking the
Profile button in the top tools frame.

For your review:
During the login process, after you click the Submit button you may be
presented with the Duties Checklist, Alert Bulletin(s) before transitioning to
the main screen.

You may View or update your Personal Profile at any time by clicking the
Profile button in the top tools frame to open the Personal Profile window.

Remember to log out of the application!
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