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CERT IS

WHAT
YOU Our thoughts and prayers are with everyone, especially first responders,
doctors, nurses , those in the medical field, and everyone working behind the
Yy g
MAKE IT scenes to keep us safe and healthy. Also all those affected by this pandemic crisis.

We hope each of you, your families and loved ones are all healthy and safe.

There is still a great concern with regards to the coronavirus. There is an
abundant of information available with much of the information on social media,
news and other means. However there is still much unknown, speculation,
unfounded and not factual. Do your part to the stop the spread of rumors by doing
three easy things:

1. Find trusted sources of information.

2. Share information from trusted sources.

3. Discourage others from sharing information from unverified sources.

To find trusted sources, look for information from official public health
and safety authorities. You can find many official sources at coronavirus.gov.
Check your state and local government or emergency management websites and
social media accounts for trusted information specific to your area.

We would like to Thank all those CERT members for taking time out of
their busy schedules to assist the COVID-19 EOC activation.

Our door is always open, just need to maintain social distancing, please
contact Bob, Rick, Paul or your Division Leaders if you have any concerns,
questions. We are here for all of you.

COUNTY,
STATE,

&
FEDERAL Bob, Rick &l Paul

Stay Safe, Stay Healthy and Stay Home

ONE TEAM
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As the United States and the world deal with the ongoing pandemic, the FBI’'s national security and
criminal investigative work continues. There are threats you should be aware of so you can take steps to

protect yourself.

e Children who are home from school and spending more time online may be at increased risk for

exploitation.
¢ Anyone can be targeted by hackers and scammers.

e Protecting civil rights and investigating hate crimes remain a high priority for the FBI.

Use the resources on this page to help keep yourself and your family safe from these and other threats.

“Unfortunately, criminals are very
opportunistic. They see a vulnera-
ble population out there that they
can prey upon.”

Steven Merrill, chief, FBI Financial Crimes Section

Report COVID-19
Fraud

If you are a victim of a scam or
attempted fraud involving
COVID-19, you can:

Contact the National Center for
Disaster Fraud hotline at
866-720-5721 or via emaill

at disaster@leo.gov

Report it to the FBI’s Internet
Crime Complaint Center

at ic3.gov

Contact your local FBI field
office or submit a tip online

at tips.fbi.gov


https://www.cdc.gov/coronavirus/2019-ncov/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fcoronavirus%2Findex.html
https://www.justice.gov/disaster-fraud
https://www.justice.gov/disaster-fraud
mailto:disaster@leo.gov
https://www.ic3.gov/default.aspx
https://www.fbi.gov/contact-us/field-offices
https://www.fbi.gov/contact-us/field-offices
https://tips.fbi.gov/

Protect Your Wallet—and Your Health—from
Pandemic Scammers

FBI Exec Discusses COVID-19-Related Schemes

This is a recent interviewed with Steven Merrill, head of the FBI’s Financial Crimes Section, to discuss scams and
crimes related to the COVID-19 pandemic. yourself.

Q: Why is this pandemic, or any disaster, such an opportunity for scammers and criminals?

A: Unfortunately, criminals are very opportunistic. They see a vulnerable population out there that they can
prey upon. People are scared and looking for help. People are trying to protect themselves and their
families.

For example, people are looking for medical attention and medical equipment. They also may be
unemployed and looking for work. There may be an extra level of desperation right now that may cause
someone to make an emotional decision that could make them a victim.

Q: What are some of the most common fraud schemes you’re seeing?

A: Government Impersonators

One of the most prevalent schemes we’re seeing is government impersonators. Criminals are reaching out
to people through social media, emails, or phone calls pretending to be from the government. In some
cases, they’'re even going door-to-door to try to convince someone that they need to provide money for
COVID testing, financial relief, or medical equipment.

We are a very trusting society, but it's important to know that the government will not reach out to you this
way. If someone reaches out to you directly and says they’re from the government helping you with
virus-related issues, it’s likely a scam. This “government” representative may be trying to use phishing or
other techniques to hack your computer or get your personal information or money.


https://www.fbi.gov/coronavirus

Fraudulent Cures or Medical Equipment

Right now, the threat we’re most concerned about is fake cures or treatments for the virus. These “cures”
can be extremely dangerous to your health—even fatal. You should never accept a medical treatment or
virus test from anyone other than your doctor, pharmacist, or local health department.

Work-from-Home Fraud

People who are at home and out of work are vulnerable to work-from-home scams. If someone you don’t
know contacts you and wants you to urgently pay them in return for a “job,” you are dealing with a criminal.
Legitimate jobs will not ask you to pay them.

If you're in a role like this where you’re being asked to send or move money, you’re acting as a money
mule, which is a federal crime.

Investment Fraud

One of the most lucrative schemes for criminals is offering you an opportunity to invest in a cure or
treatment for the virus. The purpose of these get-rich-quick schemes is simply to defraud the investor. Any
offer like this should be treated with extreme caution.

Q: What potential scams should people be aware of regarding government financial benefits?

A: The government will not ask you for personal information to give you your financial benefits. If you
receive an email, text message, or phone call claiming to help you get your benefits, do not respond.

If you are eligible to receive the benefits, your government check will be mailed to you or will be direct de-
posited into your bank account. (Note: The IRS has additional tips on how to avoid these types of scams.)

Q: What is the FBI doing about these scammers?

A: We're investigating many of these cases right now. We’'ve already arrested and filed charges against
those who we have evidence to believe are engaging in these crimes. We have teams of FBI employees
working these cases every day.

| strongly encourage anyone who comes across something suspicious to report it to the FBI
at tips.fbi.gov or to the Internet Crime Complaint Center at ic3.gov.


https://www.fbi.gov/news/stories/fbi-joins-international-campaign-to-stop-money-mules-121718
https://www.fbi.gov/news/stories/fbi-joins-international-campaign-to-stop-money-mules-121718
https://www.fbi.gov/contact-us/field-offices/losangeles/news/press-releases/southland-man-arrested-on-federal-charges-alleging-fraudulent-investment-scheme-featuring-bogus-claims-of-covid-19-cure
https://www.irs.gov/newsroom/irs-issues-warning-about-coronavirus-related-scams-watch-out-for-schemes-tied-to-economic-impact-payments
https://tips.fbi.gov/
https://www.ic3.gov/default.aspx

“We've already arrested and filed charges against those who we have evidence to

believe are engaging in these crimes.”

Steven Merrill

Q: What can people do to protect themselves from scammers?

A: Use extreme caution in online communication. For emails, verify who the sender is—criminals will
sometimes change just one letter in an email address to make it look like one you know. Be very wary
of attachments or links; hover your mouse over a link before clicking to see where it’'s sending you.

In general, be suspicious of anyone offering you something that’s “too good to be true” or is a secret
investment opportunity or medical advice. Seek out legitimate sources of information.

For medical information, those trusted sources are your own doctor, cdc.gov, and your local health
department. For financial information, that’s ftc.gov or irs.gov.



https://www.cdc.gov/coronavirus/2019-nCoV/index.html
https://www.ftc.gov/coronavirus
https://www.irs.gov/coronavirus
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